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Abstract 
This whitepaper will provide the IT Professional with an overview of the key aspects of 

monitoring Windows Azure applications and services. It will introduce you to the use of RDP 

to connect to servers. It will also introduce you to the Windows Azure Management Pack for 

System Center Operations Manager 2007 R2, and the process of diagnostics monitoring using 

Windows Azure Diagnostics.  
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Introduction 
In any IT lifecycle, it is necessary to have an understanding of the current state applications 

are reporting. As an IT administrator, you need to be able to troubleshoot and to react to 

changes in the health of the applications for which you are responsible. In Windows Azure, as 

in traditional on-premises applications, you can use RDP to connect to servers, and you can 

use the familiar toolset and features offered by System Center Operations Manager 2007 R2 

to apply a framework that will assist in formalizing the process of collecting application data 

and then reacting to the needs of your application using knowledge that has been gained 

over time. 

 

Objective 
This whitepaper will introduce you to the use of using RDP to connect to Windows Azure 

instances. It will also introduce you to the Windows Azure Management Pack for System 

Center Operations Manager 2007 R2, and the process of collecting diagnostics monitoring 

data using Windows Azure Diagnostics. 

 

Remote Desktop 
Remote Desktop has provided a means for Server Administrators to manage remote Windows 

servers running in data centers for a number of years.  When monitoring Windows Azure, 

RDP is a valuable method used to connect to Windows Azure instances running in the cloud in 

order to use tools the IT Professional has been accustomed to. For example, when it comes 

to monitoring and troubleshooting having the ability to use familiar tools such as Event Logs, 

Performance Monitor and Server Manager allows an IT Professional to leverage current 

skillsets while taking advantage of the new Cloud technologies in Windows Azure. 

 

 

Figure 1: Remote Desktop 

 

Being able to gather information from the event logs adds great value to knowing what 

activity is taking place in Windows Azure role instances. 
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Figure 2: The Event Viewer 

 

There may be situations, during the troubleshooting of an application or service, in which you 

will want to stop requests to a particular role instance from coming in and once the 

troubleshooting and monitoring has concluded, be able to resume services.  This can be done 

by using PowerShell scripts.  

 

 

Figure 3: Using PowerShell 

 

Windows Azure Diagnostics 
In their everyday activities, IT Professionals need to review the health state of the 

applications and environments they manage.  They use a diverse set of tools to identify the 

data and make it into useful information.  In Windows Azure, this level of detail is achieved 

by looking into the capabilities of the Windows Azure Diagnostics components. 

 

Windows Azure Diagnostics collects diagnostic data from applications running in Windows 

Azure. You can use diagnostic data for debugging and troubleshooting, measuring 

performance, monitoring resource usage, traffic analysis and capacity planning, and auditing. 

When the diagnostic data is collected, it can be transferred to a Windows Azure storage 

account. Transfers can either be scheduled or on-demand. 
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Figure 4: Flow of diagnostics data 

 

You can configure Windows Azure Diagnostics from an application running outside of 

Windows Azure. For example, you can manage Windows Azure Diagnostics from a custom 

application running locally, or you can use RDP to manage and review diagnostics data as 

well. By managing Windows Azure Diagnostics remotely, you can start your application with 

an initial diagnostic configuration, and then change that configuration from code running 

outside of your application, without having to update the application. 

 

The information that is collected is listed in Table 1; the type of information being gathered is 

dependent on the type of role that is in place; for example a worker role and a VM role do 

not capture IIS logs data since they are not running inside an IIS structure. 

 
Diagnostic Data Source Role 

Windows Azure logs* Web and worker roles 

IIS 7.0 logs* Web roles 

Windows Azure Infrastructure logs* Web and worker roles 

Failed Request logs Web roles  

Windows Event logs Web and worker roles 

Performance counters Web and worker roles 

Crash dumps Web and worker roles 

Custom error logs Web and worker roles 

Table 1: Windows Azure Diagnostics information 

 

The items marked with an asterisk (*) will be collected by default. In the Windows Azure 

logs, in order to capture the non-default data, further configuration is required by adding a 

trace into one of the configuration files, depending on the type of role. Windows Azure Web 

Role configuration data is traced using Web.config and Windows Azure Worker Role 

configuration data is traced using App.config. 

 

The Process of Diagnostics Monitoring 
Identifying the data to be collected is essential to this process; you will need to have a 

Windows Azure Storage Instance setup and configured.  This will assist in the process of 

providing a point of collection for the data being gathered.  You will be able to have transfers 

done on a schedule based on collection needs, and will also have the option is to transfer the 

information on demand. 
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Figure 5: The process of diagnostics monitoring 

 

Viewing Diagnostics Data 
Once the data sources are set to be collected and the transfer schedule is set, the question 

becomes how to review the information.  There are several ways to do this, depending on 

how and where the data has been set to store. 

 

Once diagnostics data is transferred to the store, you will transfer that information to a local 

path if that is the option desired and then run local tools to evaluate and review the data 

collected.  This can be done using a tool like the Windows Azure MMC, which can be 

downloaded from  http://archive.msdn.microsoft.com/windowsazuremmc. 

 

The MMC Snapin provides a graphical view of services, diagnostics, and storage. Built on top 

of Windows Azure Service Management (WASM) CmdLets, the MMC snapin is plugin-based 

and extensible, and can be used to remotely configure, download, and then view diagnostics. 

 

 

Figure 6: The Windows Azure MMC 
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Another option is to use a tool that has the capability of connecting directly to the store and 

will assist you in reviewing the information in a more visual and graphical manner.  For 

example, you can use the Windows Azure Diagnostics Monitor, which can be downloaded 

from  http://archive.msdn.microsoft.com/wazdmon. 

 

Monitoring Windows Azure with SCOM 

General Details 
Monitoring servers, services and applications is a normal part of the IT management process, 

and having tools that will assist in controlling and understanding what an environment goes 

through is an important part of that process.  There is a need to have systems monitored 

both through human interaction with monitoring tools and through the use of automation to 

provide continuous monitoring. 

 

System Center Operations Manager has the capability of managing an environment where 

internal and/or external SLAs are essential, and it plays very important role in business 

continuity planning. This might come very handy if you are already experienced in using 

System Center and have an existing deployment on-premise. 

 

In Windows Azure, Operations Manager 2007 R2 allows you to monitor the availability and 

performance of applications running on the Windows Azure Platform. It utilizes a 

management pack that has intelligence and checkpoints as part of its structure. These allow 

it to connect to the instrumentation information in order to remotely discover a Windows 

Azure application and then collect useful instrumentation information. 

 

In order for this process to take place the following is required: 

 

1. Enable Windows Azure Diagnostics on the application to monitor. 

2. Configure diagnostic data forwarding.  This will transfer information from your 

role to the storage account. 

3. Have a valid certificate in place to be able to authenticate against the 

Windows Azure Portal. 

4. Create Run As accounts needed for the monitoring template. 

o Windows Azure Run As Profile Blob 

o Windows Azure Run As Profile Password 

o Windows Azure Run As Profile Proxy (optional) 

5. Configure discovery by running the monitoring template. 

 

Information Collected 
Once you have configured the Operations Manager 2007 R2 implementation to connect and 

gather information, you can use the management pack to: 

 

 Discover Windows Azure applications. 

 Provide status of each role instance. 

http://archive.msdn.microsoft.com/wazdmon
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 Collect and monitor performance information. 

 Collect and monitor Windows events. 

 Collect and monitor the .NET Framework trace messages from each role 

instance. 

 Groom performance, event, and the .NET Framework trace data from 

Windows Azure storage account. 

 Change the number of role instances. 

 

In addition to the information above, you are able to create additional collection rules and 

monitors by using the SCOM Authoring Console. 

 

Management Pack Details 
The Windows Azure Management Pack extends Operations Manager 2007 R2 to gather 

information from your applications and Services running on the Windows Azure Platform.  It 

enables monitoring of health services that will closely monitor your environment.  In order to 

be able to capture that information, it uses the Windows Azure Service Management API and 

the extensions added to the System Center API to connect both sources of information, and 

provide useful information from the raw data it collects. 

 

When capturing health information, the following graphic illustrates how information is rolled 

up and classified: 

 

 

Figure 7: Rollup and classification of health information 

 

It is also useful to understand the details of the different views Operations Manager 2007 R2 

provides through the use of the management pack and the Operations Manager Console. 

 
View Details 

Deployment State View Displays the state of all deployments 

Hosted Service State View Displays the state of all hosted services 

Role State View Displays the state of all roles 

Role Instance State View Displays state of all role instances 
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View Details 

Active Alerts View Displays all active alerts for Windows Azure 

Performance views Displays the following for all role instances 

 ASP.NET Performance 

 Disk Capacity 

 Memory Utilization 

 Network Adapter Utilization 

 Processor Performance 

 Role Instance Performance (All counters) 

 

Conclusion 
Windows Azure is no stranger to the needs IT Professionals have in maintaining and 

monitoring solutions and applications that exist within the platform.  Understanding internal 

needs and SLAs for keeping those applications healthy and responsive is key to the success 

of the deployments and implementations that live within it.  There are several options 

available to achieve knowledge into health of the Windows Azure applications and services.  

IT Professionals can make use of tools common within on-premise deployments and also 

adjust and set needs based on consuming information available through Windows Azure 

Diagnostics. 

Administrator
Highlight

Administrator
Highlight


