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Abstract 
This whitepaper will introduce you to the essentials of deploying Windows Azure applications 

and services, as well as provide you with an understanding of what is needed to allocate 

system resources while minimizing the potential of outages or service failures. You will be 

introduced to deployment techniques using both the Windows Azure Portal and the 

PowerShell CmdLets provided through the Windows Azure Service Management API.  

 

You will also be introduced to Windows Azure fault domains, upgrade domains, and geo-

location capabilities. Finally, you will be introduced to VM Role deployment, which allows 

you to take advantage of custom images to support your applications in even more 

specialized solutions. 
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Introduction 
Recently, there has been a shift to create and deploy applications that offer flexibility in the 

form of being scalable, having global availability, as well as the ability to meet distinct 

Service Level Agreements. Typical infrastructures required to support applications or Web 

services can be expensive, complicated, and often times fail to meet the demands of the 

business. A Windows Azure solution allows an IT Professional to deploy applications to a 

platform that is designed to reduce operational and hardware costs by paying for just what 

you use, in the same style as utilities in a house or apartment building. A Windows Azure 

application also offers the ability to dial up or dial down resources by building applications 

that are able to scale almost infinitely, provide enormous storage capacity, geo-location and 

much more. 

 

Objective 
This whitepaper will introduce you to the essentials of deploying Windows Azure applications 

and services, as well as provide you with an understanding of what is needed to allocate 

system resources while minimizing the potential of outages or service failures. You will be 

introduced to deployment techniques using both the Windows Azure Portal and the 

PowerShell CmdLets provided through the Windows Azure Service Management API.  

 

You will also be introduced to Windows Azure fault domains, upgrade domains, and geo-

location capabilities. Finally, you will be introduced to VM Role deployment, which allows 

you to take advantage of custom images to support your applications in even more 

specialized solutions. 

 

The Windows Azure Portal 
The Windows Azure Portal provides a gateway into the cloud environment that hosts the 

Azure Platform solutions that are being developed and then deployed. The first thing 

needed, aside from an account in the environment, is a hosted service that will allocate the 

resources for the application. 

 

 

Figure 1: New hosted service through the Portal 

 
The hosted service is the initial deployment unit for the application pieces developers 

provide. There are 2 main components: a package file and a configuration file. The package 

file contains the application components and the configuration file is the information needed 

by the deployment process in order to provision the service. 
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Figure 2: Create a hosted service 

 
Once the information has been provided to provision your service, the Windows Azure Portal 

starts processing the different moving pieces, or roles, that define your service.  During the 

creation of the new hosted service, you will determine whether the application will be 

provisioned into the staging or production environment.  

 

Using the Windows Azure Portal, you are able to control activities through the use of 

deployed services. 

 

 

Figure 3: Deployment options in the Windows Azure Portal 

 
Once the application has been provisioned, you have the option to upgrade the deployment, 

configure the number of instances per role, upload a new configuration file, delete the 

deployment, or start and stop any running instance.   
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Figure 4: Upgrade a Deployment 

 

 

Figure 5: Configure a Deployment 

 
You also have the option to transfer the running instance to either staging or production, 

known as swapping VIPs. 

 

 

Figure 6: VIP Swap 

 
The Windows Azure Portal also provides you with methods of controlling the OS version that 

is running the instance you are configuring. These options are currently limited to Windows 

Server 2008 SP2 or Windows Server 2008 R2. 
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Figure 7: Configure your OS settings 

 
The Windows Azure Portal provides detailed information on which environment your 

deployment is running on as well as providing the vital information needed to service and 

manage your deployment. 

 

Using PowerShell to Deploy Windows Azure 

Applications 
PowerShell is at the forefront in assisting with the automation process in managing services 

while also making it easier to accelerate tasks. Windows Azure includes PowerShell 

integration that gives Windows Azure the same level of flexibility and extensibility that is 

available throughout other Microsoft platforms. 

 

There are a number of CmdLets available by installing the Windows Azure Service 

Management CmdLets from the MSDN Code Gallery.  These can be downloaded from 

http://code.msdn.microsoft.com/azureCmdLets. 

 

 

Figure 8: PowerShell with Windows Azure 

 
Through the use of PowerShell, you are able to create new deployments, stop and start 

deployed services, and transition services from staging to production environments. 

 

http://code.msdn.microsoft.com/azureCmdLets
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By using scripts like the one shown in Figure 9 below, you would be able to create a new 

service deployment 

 
New-Deployment -serviceName <servicename> -subscriptionId 

<subscriptionid> -certificate <certificate> -slot staging -package 

<packagefile> -configuration <configfile> -label <servicelabel> | Get-

OperationStatus –WaitToComplete 

Figure 9: Sample PowerShell Command to Create a New Deployment 

 

 

Understanding Fault Domains and Upgrade 

Domains 
Every environment as it pertains to operational soundness needs to conform to Service 

Level Agreements.  The Windows Azure platform is no exception. When you deploy two or 

more role instances in different fault and upgrade domains, the Microsoft Windows Azure 

SLA provides a guarantee that your Internet-facing roles will have external connectivity at 

least 99.95% of the time. A key point to understand in service up time is the use of fault 

domains and upgrade domains: what they represent and their impact in the overall 

Windows Azure platform. 

 

Fault Domains 

Fault domains represent a physical unit of failure, very closely related to the physical 

infrastructure contained in data centers, and while a physical blade or rack can be 

considered a fault domain, there is no direct one-to-one mapping between the two. 

 

When you deploy your applications to the Windows Azure platform, the Windows Azure 

Fabric Controller is responsible for deploying your application into different fault domains, 

with the guarantee your application will use at least two fault domains, thereby meeting the 

requirements of the Windows Azure SLA. In order for this to take place, there is a 

requirement to have multiple instances configured of the applications role services. The 

distribution of fault domains is something over which you do not have direct control, but 

there are ways in which you can impact the overall availability of your application. 

 

Upgrade Domains  

Upgrade domains represent a logical unit that helps determine how a role within an instance 

will be updated.  When an upgrade occurs, Windows Azure goes through the process of 

updating these domains one by one. Windows Azure Upgrade domains protect your 

application from issues that lead to potential downtime.  

 

When an upgrade request takes place, the roles get a notification of the change.  Imagine 

having 50 role instances, all getting notified at once, and all of these instances reacting to 

the upgrade notification. This scenario would lead to unavailable roles and resource 

contention, leading to downtime. The Windows Azure platform will protect against flooding 

requests to upgrade a given service to a new version to be deployed. 
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Figure 10: Upgrade Domains 

 
Upgrade domains provide a way to address this problem. During an upgrade, Windows Azure updates 
the role instances one by one, and only the associated role instances to a specific domain get notified 
and react. The rest will remain intact, providing a seamless upgrade experience and no service 
disruption or downtime.  
 

 

Figure 11: Upgrade process 

 
There is no control on how Windows Azure divides your instances and roles into upgrade domains. It is a 
completely automated procedure which takes place in the background.  
 

 

Figure 92: Configuring an upgrade deployment 
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Geo-Location and Distribution 
The Windows Azure Platform also offers a Content Delivery Network (CDN) that caches your 

Windows Azure storage blobs in order to provide maximum bandwidth for delivering content 

to users. You can enable CDN delivery for any storage account via the Management Portal. 

The benefit of using a CDN is better performance and user experience for users who are 

farther from the source of the content stored in the Windows Azure Blob service.  

 

In order to provide high availability, Microsoft established regional datacenter operations 

that allow customers to select geographically-dispersed services. When you create your 

Windows Azure servers, you need to specify which geographic location the servers should 

be provisioned in. This feature is called Windows Azure Geo-Location.  

 

Initially, it may be tempting to choose your company’s geographic location for improved 

performance; however, if the availability of your Windows Azure services is more important 

than response time, you may need to pick another location. When selecting a geographic 

location, you will need to consider the following:  

 

1. Performance. When your data is closer to your users, network latency may 

be noticeably lower, improving customer experience.  

2. Disaster recovery. If ensuring the availability of your cloud platform is 

important, you may want to disperse your services and data across multiple 

regions.  

3. Legal factors. Consider the type of information that will be stored in the 

cloud, and ensure that you aren’t bound by specific regulations and 

mandates that may prevent you from selecting remote geographic locations.  

 

Currently, you can select from one of the following geographic locations, each of which is 

supported by a regional data center:  

 

 Anywhere Asia  

 Anywhere Europe  

 Anywhere US  

 North Central US  

 North Europe  

 South Central US  

 Southeast Asia  

 
In addition, you can create an affinity group that lets you keep certain Windows Azure 

services together. Such a group creates a geographic dependency between Windows Azure 

and data services deployed in the Windows Azure platform. If the Windows Azure 

deployment has a requirement to move a service to another geo-location for regulatory 

reasons, the related services will likely move along with it. For example, if you develop a 

Windows Azure service that depends on a SQL Azure database, you may want to ensure 

that they both reside in the same geo–location, and that they both belong to the same 

affinity group.  
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Additional locations will be added over time. As a result, you may need to reevaluate on a 

regular basis whether a service is deployed in the most appropriate geographic location.  

 

VM Role Deployment 
The Windows Azure Virtual Machine (VM) role enables you to deploy a custom Windows 

Server 2008 R2 image to Windows Azure. With a VM role, you can work in a familiar 

environment using standard Windows technologies to create an image, install your software 

to it, prepare it for deployment to Windows Azure, and manage it once it has been 

deployed. The Windows Azure VM role is designed for compatibility with ordinary Windows 

Server workloads, making it an ideal option for migrating existing applications to Windows 

Azure. 

 

When you deploy a VM role to Windows Azure, you are running an instance of Windows 

Server 2008 R2 in Windows Azure. VM role gives you control over the virtual machine, while 

also providing the advantages of running within the Windows Azure environment: 

immediate scalability, in-place upgrades with no service downtime, integration with other 

components of your service, and load-balanced traffic. 

 

A VM role instance running in Windows Azure is subject to certain limitations that on-

premises deployments of Windows Azure are not. Some network-related functionality is 

restricted; for example, certain network operations will require the use of Windows Azure 

Connect, and a server instance running in Windows Azure does not persist state.  This 

means that, in the event the server instance needs to be re-created from the image, any 

associated running state with that instance will be lost.  

 

It is recommended that you use Windows Azure storage services to persist state, either by 

writing it to blob storage or to a Windows Azure drive. Data written to the local storage 

resource directory is persisted when a server instance is reimaged; however, data may be 

lost in the event of a transient failure in Windows Azure that requires your server instance 

to be moved to different hardware. 

 

The following steps provide a high-level overview of the steps required to build and deploy a 

VM role image: 
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Figure 13: VM role deployment process 

 

Startup Tasks 
Startup tasks are beneficial in deployments, as they will assist in deploying dependencies 

and performing actions before the role starts up.  Some examples of dependencies or 

activities you would deploy are: installing custom components, COM components, registry 

keys, and pre caching of elements. 

 

When considering the implementation of startup tasks, there are two privilege levels: 

1. Limited: runs at the same privilege level as the role. 

2. Elevated: runs with administrative privilege. 

 

Also important is to understand the three types of tasks: 

1. Simple: default type which runs in synchronous mode.  The task is 

launched and any additional progress in the instance is blocked until the 

task is complete. 

2. Background: runs in asynchronous mode. The task is launched and startup 

progress continues. 

3. Foreground: runs in asynchronous mode. The task is launched the same 

way as in the background; however the role can only shutdown once all 

foreground tasks exit. 
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Conclusion 
This whitepaper has introduced you to different options available for deploying solutions into 

Windows Azure. IT Professionals can either use the powerful tools available in the Windows 

Azure Portal or use PowerShell CmdLets provided through the Windows Azure Service 

Management API to automate tasks.  

 

You have been introduced to methods that provide scalability and global availability through 

the use of Windows Azure fault domains and upgrade domains, and through geo-location 

capabilities such as regional caching. In addition, you have been introduced to VM Role 

deployment, which allows you to take advantage of custom images to support your 

applications in even more specialized solutions. 

 

 


